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COMMERCIAL INSURANCE

EMPLOYEE BENEFITS 

PERSONAL INSURANCE

RISK MANAGEMENT 

SURETY 

Despite our heightened awareness and best in class 

cyber controls, most companies will at one time or 

another experience a cyber security event. Whether it’s 

a malicious hacker, extortionist, or just a disgruntled 

employee, our networks seem to be under constant 

surveillance and attack.  

So what do we do? Many companies are turning to the 

cloud to host their operating systems and critical 

infrastructure. For many contractors, this is an excellent 

choice. Experienced cloud providers are experts in 

system security. They invest far more time and resources 

into their networks than most construction firms can 

afford. Their facilities are secure, they have state of the 

art resources, and they can effectively scale with your 

needs. However, it’s important to remember that liability 

for most data breach events flows back to the owner of 

the data, regardless of where it is stored. Contractors 

should carefully review any cloud provider contracts to 

understand their risk. Larger providers generally have 

little flexibility in their contracts and most providers 

assume little to no liability for any consequential 

damages should their systems fail. Further, many of the 

contracts fail to address how and when the provider will 

cooperate with you in the event their systems are 

breached. Therefore, just because you are shifting 

computing operations does not mean you are shifting all 

your cyber risk.

Whether you host or outsource your network, cyber 

insurance has become a logical purchase for most 

contractors. The forms are quite broad and the premiums 

are reasonable, especially for the construction 

marketplace. In addition to covering the company for 

liability suits, a well-structured policy will pay for first 

party expenses, such as hiring an I.T. forensic firm to 

investigate the breach to identify how the intrusion 

occurred and what data may have been compromised. It 

can cover the costs of hiring legal counsel to guide you 

through the myriad of privacy laws, both local and 

federal. The policy can also pay the cost of notification 

and credit monitoring for affected individuals. 

Contractors are now often purchasing additional 

coverage for data restoration and business interruption 

loss that results from a cyber event, as cyber hacking is 

generally excluded on your property policies. Finally, 

paying cyber extortion demands can also be covered. 

Cyber extortion is on the rise and, in the event of an 

extortion demand, most of the above coverages could 

be triggered.

Cyber policies provide more than just indemnification. 

As adoption rates for cyber insurance increase, insurance 

companies are gaining extensive experience responding 

to these events. Many insurers provide “data breach 

coaches” to help you manage the process. The “coach” 

is often an attorney who understands the unique legal 

and regulatory issues that accompany a breach. The 
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coach will help you navigate the process and comply with 

statutory requirements.  Additionally, the carriers have pre-

negotiated rates with IT forensic firms, law firms, and notification 

providers. Insureds will often have access to these pre-

negotiated rates, even if they have a small loss that does not 

pierce the policy retention. Finally, most insurers provide 

discounted or free loss control services that may include 

employee training, penetration testing, security audits, and 

vendor management advice.

If you have spent the time and money to develop a data breach 

response plan (DBRP), make sure that your insurance policy is 

synced with your plan. Most insurance policies require timely 

notification of a breach, so this should be included in the plan. 

A good DBRP has identified third party providers that will assist 

you with the breach. As discussed above, most insurers have 

appointed their own panel lists of service providers. Make sure 

that the insurance company is willing to work with the providers 

you have chosen. If the carrier has a rigid list that does not 

include your vendors, you may want to consider other insurance 

companies. Conversely, if you are just developing a plan now, 

you may wish to interview some of the providers that your 

insurer insurance company is currently using. Finally, organize a 

call with your data breach team and the insurance companies 

claim department prior to an incident. The insurance companies 

welcome these calls. Take this time to discuss use of vendors 

and best practices. The claim teams can also share with you 

proactive loss control services they may be able to provide.

When a breach occurs, time is often of the essence. In addition 

to financial loss, your brand is likely at risk. A thoughtful and 

timely response is critical. Insurance and a well thought out 

data breach response plan will help you prepare for what many 

believe is an inevitable event.

The core of Parker, Smith & Feek’s 
development over the past 79 years 
has been the construction industry 
client. Today, this diverse group 
of more than 300 contractors and 
subcontractors serves every segment 
of the industry and represents a 
third of our firm’s total revenue.

We focus on providing best-in-class guidance 
on client issues, while investing in our customer 
service team‘s expertise. Our construction 
team, including insurance, bonding, safety, 
and claims specialists, has been recruited for 
their knowledge and real world experience, 
which they draw upon to create targeted 
solutions for the unique needs of our clients. 
This team includes three executives dedicated 
solely to builder’s risk, and a team of nine 
claims specialists. Our reputation of advocating 
difficult insurance claims, crafting cutting-edge 
insurance coverage, assisting with project 
safety concerns, and providing exceptional 
service is unmatched among other brokers. 
Whether it’s investigating alternative risk 
financing options through self-insurance, 
captive feasibility or Controlled Insurance 
Programs (wraps), or securing a surety bond for 
a multi-million dollar project, PS&F has the 
experience and know-how to support these 
unique needs.

SERVICES OFFERED

• Insurance Program Design

• Alternative Risk Management Strategies

• Contract Review

• Surety

• Job Site Safety

• Environmental Risk

• Workers’ Compensation

• Builder’s Risk

• Claims Management

• Employee Benefits Plans


