Privacy by Design: A Key Concern

for VCs and Start-Ups

The privacy landscape appears to be shifting toward
a model that promotes greater consumer awareness
of and control over data. Reflecting its consumer
protection mission, the FTC’s Protecting Consumer
Privacy in an Era of Rapid Change issued December

1, 2010 urges companies to adopt a “privacy by
design” approach. Senators John Kerry (D-MA) and
John McCain (R-AZ) introduced their “Commercial
Privacy Bill of Rights” which adopts some of the FTC’s
privacy by design principles, requiring companies to
implement privacy protections when developing their
products and services. The foundational principles of
privacy by design, originally developed by Information
and Privacy Commissioner of Canada Ann Cavoukian,
address the effects of increasing complexity of

data usage. With data now ubiquitously available,

as well as processed and stored on a multinational
level, privacy by design is becoming internationally
recognized as fundamental for the protection of
privacy and data integrity.

Although privacy by design isn’t set in stone (yet),
start-up companies seeking to collect and use
personal information as part of their business plan
may want to consider incorporating privacy by design
into their everyday business practices. Similarly, as
part of their due diligence process, venture capital
firms scrutinizing startups seeking to leverage
personal information would be well-advised to
determine if privacy is being “baked into” into the
products and services being offered by such startups.
It may be both difficult and costly for companies to
implement privacy protections retroactively if privacy
concerns are overlooked during the early stages of
business planning. Start-ups have the advantage

of building privacy protections into their business
models from the outset, which can keep those
companies out of trouble in the form of litigation

or agency enforcement. Privacy-conscious VCs will
be more inclined to fund start-ups that reduce risk
by proactively address privacy issues and potential
liability. In turn, VCs that scrutinize whether privacy
is part of a start-up’s business plan will be able to
better protect their investment (and their investors).

ez \

O

PARKER | SMITH | FEEK

June 2011

So what does privacy by design mean? How can start-
up companies incorporate privacy by design principles
into their business practices to attract VC funding?
How should privacy and security legal risks (and
solutions) be written into a start-up’s business plan?
This post tries to answer these questions.
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