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PROTECTING YOUR EMPLOYEES FROM IDENTITY  
THEFT AND CYBERCRIME
Matt Enloe | Vice President, Elite Account Executive

An HR director called me in a panic early Tuesday morning. Someone had 

phished their payroll login, changed 19 employee bank accounts to their 

own, and run payroll to the tune of $110,000. Not only had this money been 

stolen, but the employees’ information had been exposed, including bank 

account numbers.

“Unfortunately, cybercriminals don’t discriminate. They don’t care what you earn 

or your net worth; they just want to duplicate your identity to carry out their 

fraud,” said Mark Panelli, Allstate Identity Protection Director for the Pacific 

Northwest, a leading identity protection benefits provider. “It’s not a matter of if 

your identity gets stolen; it’s when and to what extent.”

If it seems like this is happening more since the pandemic started, you’re correct. 

In fact:

• There has been a 600% increase in cybercrime during COVID-19.

• Unemployment fraud skyrocketed by 3,000% during 2020.

• Identity theft has become the #1 most frequent scam in the U.S. over the 
past year. 

This article focuses on offering your employees identity theft protection as a 

benefit, but I would be remiss not to mention that you should have cyber 

liability coverage in place to protect your organization. Here’s an article from 

our Commercial Insurance Department about that coverage: 

www.psfinc.com/articles/cyber-insurance-protects-company-client-attacks/

So What Can Employers do to Protect Employees?
My client that suffered this recent crime was able to implement identity theft 

protection and monitoring for their employees within 24 hours of the incident 

as an additional benefit. These services have been around for a few years, but 
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are more important now than ever to protect employees’ 

identities, alert them to any risks, and offer additional 

support for remediation.

WHAT TO LOOK FOR IN AN  
ID-MONITORING BENEFIT 

Here are the key categories and features you should 

expect in a robust ID theft and monitoring benefit:

IDENTITY MONITORING

This covers most things you would think about when 

considering digital health, like monitoring your credit 

cards, bank account transactions, social media, and 

other financial transactions. However, it’s also prudent to 

include things that you might not often check, like your 

401(k) and HSA. Many carriers offer reimbursement 

coverage on these items as well, sometimes as much as 

$1 million. Dark web and IP address monitoring may not 

be top of mind, but are also vital. This coverage often 

extends to all the family under your roof, including any 

deceased family members – a morbid thought, but 

important when protecting identities from fraud. 

CREDIT MONITORING

Another critical leg of the identity theft protection stool 

is making sure you monitor all three credit bureaus (called 

tri-bureau monitoring). If you only check one bureau and 

someone uses your ID on one of the other two, that will 

eventually be shared with the others, but this takes time, 

which is crucial when dealing with identity theft. Fraud 

alerts, credit freezes, annual tri-bureau reports, and 

monthly score tracking are also important features.

CUSTOMER CARE/REMEDIATION

As with any benefit, it’s important to consider the user 

experience should you need to use it. That’s where 

customer care comes in. Ensure that it features 24/7 

access and remediation help. This advocacy will provide 

significant stress relief for your employees, so it’s good 

to review and note if remediation services are in-house, 

located in the U.S., and what kind of certifications/

trainings are required. Be aware that most policies will 

reimburse your out-of-pocket costs, many times up to $1 

million, which is some peace of mind and something the 

customer care can walk you through.

EMPLOYEE EDUCATION

It’s important to educate employees on their provided 

benefits and ensure they take advantage of them. 

Identity theft monitoring companies should have an 

abundance of education tools, which will be necessary 

for engagement as it takes some time to enter all the 

required information.

Who’s Paying?
This benefit, like many others, can be offered as 

employer-paid, which features better pricing, or as a 

voluntary benefit paid by the employee. Based on your 

organization’s size and the chosen services package, 

prices range - think basic cable TV versus platinum 

packages with HBO. For example, a top identity theft 

company offered employer-paid rates for companies of 

250 or less at $5.25 for an employee or $7.25 for the 

entire family per month, compared to $9.95 for an 

individual employee and $17.95 for the family when 

employee-paid. Prices also go down based on the 

organization’s size for the employer-paid benefit due to 

the spread of risk across a bigger group.
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“It was important for us to protect our employees’ 

identities and is in line with our mission to protect our 

greatest assets– our people,” said the affected 

organization’s HR director.

Much like a virus, identity theft has spread to the point 

that it seems nearly inevitable that we will all be infected. 

Still, this low-cost employee benefit can act as a vaccine 

for your workforce’s digital fingerprint. Keeping them 

and their family protected, in addition to keeping them 

productive with remediation aid, make it a worthwhile 

benefit to consider, so much so that some in the industry 

have even begun to call identity and cybercrime 

protection benefits “digital health and wellness.”

Contact Parker, Smith & Feek’s Benefits Department to 

learn more about this and other strategic benefits that 

can help support your organization.
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