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Busting the Myths About Cyber Insurance
Janie Ma | Management Liability Insurance Specialist

As published in the July 2022 issue of Alaska Business Magazine

Over the last two years, as many of us have been forced to suddenly work from 

home, the dependence on technology to remain connected has reached an all-

time high to keep businesses running. As a result, we have seen a dramatic rise 

in myriad cyberattacks into organizations’ networks. As these attacks increase, 

so does the need for strong cyber insurance products to protect our businesses, 

but many have still not considered cyber insurance. 

One reason is that many owners don’t understand exactly what cyber insurance 

can provide. Below, we discuss four common cyber liability insurance myths 

and the truth about what this coverage can do for your business.

1. Cyber liability policies just provide financial protection. Most policies 

also provide resources that can help prevent attacks, as well as manage 

the fallout from a cyberattack:

 + Breach coach: this is usually an attorney to help walk you through the 

response process.

 + IT forensic team: this team will investigate the breach and determine 

how it occurred, and what data was accessed.

 + Legal team: once the IT forensic team has identified the compromised 

information, this team of attorneys will help identify your notification 

responsibilities in any applicable jurisdictions. They will also defend your 

organization against third-party lawsuits.

 + Crisis management team: this is usually a PR firm that can help with 

necessary public relations. 

 + Pre-breach services: discounted IT security services, sample response 

plans, whitepapers, limit calculators, and IT security news feeds.
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2. My organization is too small to be a prime target 

for cybercriminals. However, a recent study found 

that 43% of cyberattacks are against small businesses 

and only 14% of those are prepared to defend 

themselves. According to Forbes, an employer with 

less than 100 employees will experience 350% more 

social engineering attacks than a larger enterprise. 

Additionally, cyberattacks occur every 11 seconds 

and as a result, in 2021, losses from cybercrime 

damages were anticipated to have reached $6 

trillion. There is no size threshold that will make a 

business immune.

3. A technology E&O policy will provide the same 

protection as cyber liability. Technology E&O 

coverage is intended to cover technology providers 

and will respond to a failure in the provider’s 

products or services that results in consequential 

damages to customers. Cyber liability policies, 

however, provide first- and third-party coverage for 

an organization that has been affected by a breach 

on your network or system. Many technology E&O 

policies add cyber liability coverage, but these are 

not the same.

4. Cyber liability policies only cover liability claims. 

However, cyber liability is more than a third-party 

policy and provides many first-party coverages as well:

 + Investigating the breach source

 + Notifying customers that their personal 
information was exposed

 + Crisis management and business interruption loss

 + Restoring lost data or destroyed assets 

 + Damage to physical hardware 

 + Regulatory and PCI compliance fines

 + Social engineering and computer fraud crimes

 + Extortion demands

Bear in mind that some of the above causes of first-

party loss, such as the unlawful collection of personal 

data or the failure to follow a company’s privacy 

policies, may not even include a network breach.

Despite the amount of time and effort spent on cyber 

controls, all businesses are still vulnerable to attacks. Cyber 

insurance provides both financial and operational 

resources than can help you respond to an attack, with 

limited disruption to get your systems back up and running. 

For additional information or questions, please contact 

Parker, Smith & Feek’s Commercial Department.
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